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Abstract

This paper tends to serve as a concise review of the recent literature on multimodal
biometrics recognition systems, in particular, on the fusion strategies that are utilized at
each stage of biometric data processing. These are feature-level, score-level, decision-level,
serial, and hybrid fusions. The survey underscores that the fusion of multiple biometric
traits, including fingerprints, face, iris, palmprints, voice, signature, etc., is more effective
in increasing system performance, reliability, and spoof resistance than unimodal
techniques. Classifying the studies based on the fusion strategies that they followed, this
paper reviews the techniques, performance indicators, datasets, and application of the
reviewed studies. The score-level fusion method gave the best reported accuracy of 100%,
and the serial fusion obtained lower accuracy owing to the limitation of adaptability and
dataset dependency. The review discusses and describes common problems and future
directions for research as well. The insights drawn are targeted towards possibly the
more secure, efficient and versatile multimodal biometric systems as far as the real-world
applications are concerned.

Keywords: Multimodal biometric systems; biometric fusion; deep learning; identity
verification; score-level fusion; feature-level fusion; biometric security.

1. Introduction

In modern security systems, user authentication is a vital element and there are many advantages for automating
user authentication based on the physiological or behavioral features of users with biometrics being the best way to do
this. Unimodal biometric systems use a single trait for user authentication e.g. using fingerprints, facial features or iris
patterns as a trait; have numerous disadvantages which include accuracy levels that may be low, susceptibility to
spoofing and performance that may be compromised in uncontrolled conditions [1]. Due to the numerous drawbacks
related to unimodal biometric systems there is an increasing amount of research into multimodal biometric systems
where two or more different biometric traits are utilized together to improve both the accuracy of the provided
authentication and the level of difficulty to successfully exploit that authentication.

Multimodal biometric systems rely heavily on fusion strategies to combine data from many types of modalities.
The different levels of fusion include feature-level, score-level, decision-level, serial, and hybrid which each carry
advantages and disadvantages for specific applications or characteristics [2]. With advances in deep learning, these
fusion strategies are enhanced with greater abstraction of features, flexibility of matching methods, and overall system
performance.
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While there have been numerous literature reviews that have comprehensively examined the various types of
multi-modal biometric systems, only a small number of them classify and evaluate studies based on the type of fusion
method that was utilized. As a result, there is currently a lack of literature that comprehensively reviews the multi-
modal biometric systems that have been developed and/or tested between 2020 and 2025 based on the various systems
of fusion—feature, score, decision, serial/parallel hybrid, etc. —and that presents a more quantitative representation via
comparison between their respective methods, model architectures, biometric modalities, datasets, performance
outcomes, and limitations. Therefore, this literature review aims to provide a comparative analysis of multi-modal
biometric system studies in order to identify and evaluate each fusion methods’ efficacy and inherent limitations; thus
establishing a foundation that will facilitate future research aimed at producing more accurate and generalizable multi-
modal biometric systems.

Although there have been a number of multimodal biometric investigations that have emerged in recent years,
there are many unique areas of distinction in this paper that go beyond merely defining the taxonomy. First, we present
a systematic and quantitative benchmark of the performance of 28 separate studies (2020 to 2025) using the same
performance metrics (e.g., accuracy, EER, and AUC) to illustrate the complex trade-off among them; for example, score-
based fusion methods produced the highest accuracy while feature-based fusion was the most resilient to low-quality
data. Second, we provide a critical assessment of the limitations associated with datasets and identify the fact that 64%
of studies use controlled laboratory datasets and also predominantly lack sufficient demographic representation —
socio-technical factors have previously not been thoroughly examined in the literature. Third, we show that temporal
analyses indicate 40% growth in hybrid approaches since 2022, indicating where research priorities and volumes are
evolving. Fourth, we evaluate both computational complexity and real time feasibility; this is an important factor in
achieving the goal of bridging academia with the industry. Fifth, the study proposes a well-structured analysis of
privacy-preserving method (federated learning, homomorphic encryption) connected with specific fusion
methodologies, addressing ethical aspects absent from prior surveys. And last but not least, the study attempts to point
out actionable study gaps, highlighting strategy-specific pathways for lightweight structure design, adaptive fusion,
and privacy preserving protocols. All these original standpoints, places this research review as both a forward-looking
guide and comprehensive synthesis for developing complex, deployable, and most importantly ethically responsible
multimodal biometric systems.

The leading objectives of this research review include:

1.  Organizing the most recent multimodal biometric studies based on their fusion level systematically.
2. Comparatively analyzing the applied methodologies and their consequent results.

3. Identifying research gaps and challenges and examining how researchers are mitigating them to enhance
multimodal biometric fusion strategies.

The remainder of this paper embraces a literature review section that categorizes and then discusses the latest
studies based on the fusion level each research employs. The discussion section provides an extensive analysis of the
selected academic articles, shedding light on the models applied, biometric features, datasets, performance criteria, and
the most significant bottlenecks affecting the efficiency of each fusion level, while ultimately highlighting the
advantages and disadvantages associated with each system as observed across the reviewed papers. This is followed
by the Challenges and Limitations section, which outlines the main obstacles to the practical deployment of multimodal
biometric systems. Finally, the Future Directions and Conclusion sections offer insights and recommendations for
advancing this field of research and guiding future work in this area.

2. Literature Review

In the following, we review recent papers on multimodal biometric systems and different fusion techniques for
biometric data at various levels. The reviewed articles were published from 2020 to 2025 and deal with different
biometric modalities, namely, fingerprint, iris, face, palmprint, voice, and signature.

2.1 Paper Selection Criteria

All the study papers for this review are both systematically and transparently elicited using a protocol to identify
based on specific keywords and timeframes. The literature was searched in four major databases (IEEE Xplore,
SpringerLink, ScienceDirect and MDPI) using peer-reviewed publications between January 2020 and March 2025.The
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following keyword combinations were searched: “multimodal biometric fusion”, “feature-level fusion biometrics”,
“score-level fusion biometrics”, “decision-level fusion biometrics”, “serial fusion biometrics” “hybrid fusion biometric”,
“deep learning multimodal biometric” and “biometric fusion survey”.

To be considered in this research, studies must: (1) suggest or evaluate multimodal biometric systems that use a
combination of at least two biometric modalities; (2) have clearly used deep learning or machine learning algorithms
for fusion; and (3) provide metrics measuring the performance (accuracy, EER, AUC, etc.). Moreover, (4) publications
in the English language are being considered and considered. The following are exclusion criteria: (1) biometric systems
defined as unimodal; (2) publication type where the entire discussion was on either biometric acquisition or pre-
processing of biometric data without mentioning multimodal fusion; (3) review articles with no original experimental
data; (4) studies that do not provide adequate details about the method used in the research; and (5) duplicate
publications. In other words, the current review is achieved through filtration of more than 180 academic papers. Of
those, 65 that matched the criteria and protocols were originally elicited for review by eliminating duplicates and
conducting a title and abstract screening. Utilizing the inclusion criteria specified, the final list of studies reviewed
consisted of 28 total studies. This process ensures the selected studies will be representative of the most pertinent and
rigorous studies from the previous five-year, inclusive of biometric fusion utilizing the multimodal approach.

The variation in the studies used in the research makes it impossible to formally conduct meta-analyses or
aggregate all of the data to obtain a single statistical evaluation. Consequently, this report has provided an ongoing
quantitative comparison to allow for the identification of patterns, strengths, and weaknesses across fusion techniques
by means of systematic transparency.

When evaluating literature for inclusion, we emphasized papers that specifically apply deep learning or machine
learning models to develop and/or improve existing (and/or new) fused biometric strategies, studies which use standard
benchmark databases, such as CASIA, SDUM- LA-HMT and PolyU were prioritized over studies which use proprietary
datasets. However, proprietary datasets were considered for inclusion if they proposed novel mechanisms and/or
provided useful findings. Because of the wide variety of datasets (and evaluation conditions) used in these studies, we
conducted a qualitative comparison of study performance using three common metrics (i.e., accuracy, Equal Error Rate
(EER) and Area Under Curve (AUC)) measured on the study-specific test sets. Overall, this provides a concise but
reliable comparative representation of generalized patterns of relative performance among the various fusion strategies
tested.

To create a more systematically organized survey, labelled and classified according to their use of fusion level and
attributes are the chosen articles including Serial Fusion, Decision Level Fusion, Feature Level Fusion and Hybrid or
Multi-Modal. We summarize for each category the primary methodology used, model architectures, datasets utilized,
accuracy scores, and limitations. By establishing this classification there is a comparison of the pros and cons of
alternative fusion techniques from the perspectives of both scientific research and system design.

2.1 Feature-Level Fusion

Many researchers have used multi-level fusion of features to take advantage of the diverse replacement of
biometric data. For example, Sb et al. [3] proposed the IMFIF-I-HDL scheme, which fuses facial, iris, and fingerprint
feature data with the use of a Hierarchical Attention Network and Particle Swarm Optimization, reaching an overall
accuracy of 98.975% when run on a Quantum-Enhanced Residual Network. Similarly, Soleymani et al. [4] introduced a
quality-aware approach that integrates face, iris, and fingerprint features by accounting for sample quality, using
weakly-supervised networks and novel loss functions, reporting significant improvements under challenging
conditions.

In another study, Sharma et al. [5] developed a system that fuses gait and facial features using Deep Convolutional
Neural Networks (DCNN), achieving 98.75% accuracy on the CASIA Gait Dataset B. Babu et al. [6] presented a hybrid
model combining iris, face, and finger vein modalities, extracting complex features using adaptive CNNs and ResNets,
with accuracy rates above 94% for each trait.

Patil [7] suggests a relatively original FRMSDNET algorithm for blending iris and fingerprint that has achieved the
accuracy ratio of 99.4%. Ammour et al. [8] similarly merged fingerprint and ECG data applying a transformer-based
structure, focusing on its persistence on spoofing. On the other hand, Byeol, Raina et al. [9] proposed a deep neural
network-based model that blends pixel, score-level data, and features; a model that led to 2.2% retrieval accuracy
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enhancement. Similarly, Sayeed et al. [10] expanded the application of feature fusion through blending knuckle and
palm vein traits with contrast improvement and the Chimp Optimization Algorithm that let to 99.85% accuracy.

Johnson and Chitra [11] suggested a forensic-based system according to the overlapped fingers, finger knuckles,
and palm prints applying CS-RBFNN and BM-KMA for a better state of classification and feature integration. In another
research implemented by Vensila and Wesley [12] adaptive particle swarm optimization was employed for fused face,
finger vein data, and fingerprint achieving 97.14% of accuracy.

Another system, developed by Purohit and Ajmera [13], is being designed for continuous user authentication,
during online exams combines keystroke patterns and face recognition. The researchers utilized a hybrid model named
LCNN-Salp Swarm Optimization in parallel with a manipulated wolf optimization algorithm to achieve more efficiency
through combining features. The study attempted to achieve higher security and to minimize cheating through e-
learning, specifically during the Covid-19 pandemic. The system presented better accuracy and less false alarm
compared to other strategies.

2.3 Score-Level Fusion

Score-level fusion has also gained attention due to its operational flexibility. Khatri and Sharma [3] reported a
perfect 100% accuracy by combining iris, face, and palmprint modalities using CNNs. Medjahed et al. [14] developed a
deep learning-based system integrating face and palm print scores using CNN and KNN, attaining 97.5% accuracy
under noisy conditions.

Cherrat et al. [15] proposed a model using CNNs and Random Forest to fuse fingerprint, finger-vein, and face
scores, achieving 99.49% accuracy. Using handwritten signature, iris and fingerprint traits, Yadav [16] demonstrated
that he was able to obtain 99% accuracy in his findings. Alay and Al-Baity [17] also demonstrated 100% accuracy when
conducting score level fusion of iris, face and finger vein features using convolution neural networks (CNN) using
VGG-16.

Shinde and Kayte [18] fused face and fingerprint scores using the VGG16 and CNN models to achieve 99.65%
accuracy using their methods; Kaur [19] developed a system to make score-level decisions to combine iris and
fingerprint recognition based upon Support Vector Machines (SVM) and invariant local feature sets with an EER of less
than 1.36%. Selvaraj et al. [20] combined five modalities (iris, fingerprint, palm print, ear, face) with their weighted score
fusion to achieve 99.85% accuracy.

2.4 Decision-Level Fusion

A fusion model based on image texture-based feature data for both the iris and face using dual CNNs was proposed
by Serifi and Serifi [21]. This model was able to achieve an impressive accuracy score of 99.53% from the CASIA-Iris-
Distance image dataset. The localized information used in the implementation of the model allowed for increased
recognition performance by mitigating the effects of pose and lighting changes.

2.5 Serial Fusion

Edwards & Hossain [22] used a Siamese NN to achieve a serial fusion approach for face, palm and fingerprint
modalities in the context of deep learning and obtained a very high AUC of 0.9996, not only showing accuracy but also
improved convenience for users through fewer number of biometrics being needed for user verification.

2.6 Multimodal Fusion (Non-Specific or Hybrid)

While different fusion-agreement methods have been identified from research undertaken by some authors, others
have not followed a specific methodology, but instead have opted for a hybrid and/or less defined Fusion of Modalities
Framework. For example, Salturk & Kahraman [23], when fusing dynamic signatures with facial recognition data using
deep convolutional neural networks (CNNs), LSTMs, GRUs and Temporal Convolutional Networks (TCNs) were able
to achieve accuracy levels in excess of 98% from small datasets.

Kaur & Kant [24] also developed a two phase, deep hashing model which combines three modalities (Face,
Fingerprint, Iris), achieving an accuracy level of 96.15% and a precision level of 96.55%, and whose model was
developed with consideration to anti-spoofing measures. Byeon et al. [9] when conducting research using a combination
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of many Fusion methods (Pixel, Feature and Score Fusion) on a data set of over 40,000 images, achieved an accuracy
level of 99.6%.

Other Authors; Shim et al. [25], when creating ARGate - a late fusion architecture aimed at sensor reliability and
the support of multi-purpose modes of multimodal data - contributed significantly to the field of fusion of features even
though multimodal data alone is not considered biometric, however lessons can be drawn from ARGate in the
development of biometric fusion architectures. Jha & Bansal [26] when conducting research using the combination of
Face and Speech Recognition modalities, achieved an accuracy level of 97.51% for contactless authentication using the
AVSpeech database, by employing a Bidirectional Long Short Term Memory (Bi-LSTM) network model.

El-Rahman & Alluhaidan [27] conducted an experiment to compare various fusion methodologies (Both Parallel
and Sequential) with Fingerprint and ECG formulae, with AUC Scores of 0.96 and 0.99 respectively, demonstrating the
benefits associated with biometrics through the use of the combination of physiological and behavioural modalities.

2.7 Section Summary:

In order for us to comprehend the frequency of fusion strategies used recently, we provide Figure 1 which
illustrates the distribution of fusion strategies used within the 28 reviewed articles. In total, Feature Fusion (35.7%) was
used most frequently among the different fusion strategies included across these articles, followed by Score Fusion
(32.1%). These two strategies were effective in collecting large amounts of detailed biometric data for achieving very
high levels of accuracy. Additionally, Hybrid or Multimodal Fusion strategies were present in 25% of the reviewed
articles; therefore, there seems to be a developing trend of fusing multiple types of biometric system technologies to
improve overall system performance.

Distribution of Fusion Levels in Reviewed Papers

Hybrid/Multimodal Fusion

Serial Fusion

Decision-Level Fusion

Score-Level Fusion

Feature-Level Fusion

Figure 1. Distributed of fusion levels in reviewed papers.

In contrast, decision-level and serial fusion were each used in only 3.6% of studies, indicating limited application
due to challenges in adaptability and performance. This distribution highlights current research focus areas and guides
future exploration in fusion-based biometric systems.

3. Discussion

Through this research review it is being demonstrated that the fusion level has fundamental effects both on
performance and reliability of multimodal biometric systems. Feature-level fusion enriches feature learning alongside
with achieving higher ratio of accuracy simultaneously, even though such kind of fusions could be computationally
sensitive and intensive in accidence to the fed data. It is worth mentioning that score-level fusion outstands as the most
efficient and functional approach that would offer optimum accuracy, flexibility, and easy integration with numerous
systems gaining 100% accuracy.

Despite the lack of wide application by users, Decision-level is highly resourceful to increase robustness,
specifically within uncertain environments. Serial fusion has long demonstrated tangible reduction of user burden by
its dynamicity and effectively eliciting the required traits, though it could be occasionally sensitive to model parameters.
On the other hand, hybrid fusion approaches reflect high versatility and is capable to integrate the strong points of
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multiple fusion levels, yet their efficiency often is bound to specific combination of models and modalities. On the other
hand, deep learning models, specifically attention-oriented systems and CNNs, have long played a focal role in success
of the respective architectures. However, limitations related to dataset diversity, overfitting, and processing demands
remain consistent across all fusion types.

This table compares the studies from above and is primarily designed to assist with an objective and systematic
evaluation of the studies. Table 1 contains information on fusion levels, model type, biometric trait(s), dataset(s),
accuracy of the study, and the limitations of each study. Presenting the study in this format gives a clear, easy to read,
side-by-side comparison of studies and highlights trends, strengths, and deficiencies in the methods that were
employed. Furthermore, this information is extremely helpful in providing insight into the effect of each fusion
technique and model selection on system performance and can assist researchers and practitioners in identifying the

best approaches to multimodal biometric recognition.

Table 1. Fusion Models Comparison.

Referenc  Fusion Level =~ Model Used Biometric Dataset Used Accuracy Key Limitation
e Type
[1] Feature-level = Hierarchical Face, Iris, Not specified 98.975% Complexity of
fusion Attention Fingerprint implementation
Network, and ethical
QERN concerns
[2] Feature and Convolutiona Iris, Face, PolyU-IITD, 100% Limited dataset
Score 1 Neural Palmprint PolyU Cross- variety, potential
Network Spectral, Tufts overfitting
Face
[3] Serial Siamese Fingerprint, XJTU 0.9996 Relies on specific
Neural Palm, Face Multimodal dataset;
Network Database parameters
settings may limit
generalizability
[4] Feature-level CNN Face, Iris, BIOMDATA, >30% Dependency on
fusion Fingerprint IJB-A, IIIT- improvemen the quality of
Dehli t in accuracy input samples
[5] Feature DCNN Face and ORL Face 98.75%, Limited to
Level Gait Database, 97.50% specific datasets
CASIA Gait B, for validation
FEI Face
Database
[6] Image, YOLOv4-tiny, Face and Iris CASIA-ORL, 100% Limited to
Feature CNN SDUMLA-HMT specific datasets
[7] Decision- Dual CNN + Face & Iris CASIA-Iris- 99.53% Limited dataset
Level Fusion ULBP Distance scope; possible
overfitting
[8] Feature Adaptive Iris, Face, CASIA-Iris, Iris: 95.67%, Computational
Level CNN & Finger Vein = Custom Face &  Face: 94.78%, efficiency and
ResNets Finger Vein Finger Vein: dataset bias
datasets 95.18% concerns.
[9] Score Level CNN and Face and FEI Face, IITD 97.5% Requires further
KNN Palm Print Palm Print exploration of
real-world
adaptability
[10] Score Level CNN, Fingerprint, SDUMLA-HMT 99.49% Dependence on
Random Finger-vein, Multimodal dataset quality
Forest Face database and size
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[11] Featureand  CNN (VGG- Iris, SDUMLA-HMT 99.51% Limited
Score Level 32) Fingerprint, generalizability
Handwritte due to dataset
n Signature constraints
[12] Feature/Scor = CNN (VGG- Iris, Face, SDUMLA-HMT  99.39%/100% Limited
e 16) Finger Vein generalizability
due to specific
dataset
[13] Feature & AlexNet, Finger Vein SDUMLA- 99.89% Dataset
Score VGGl1e, (FV), Finger HMT, PolyU representativenes
ResNet50 Knuckle FKP s and
Print (FKP) computational
complexity
[14] Parallel, CNN, ECG, MIT-BIH, Parallel: 0.96 Limited
Sequential Traditional Fingerprint FvC2004 AUC, generalizability
Classifiers Sequential: due to dataset
0.99 AUC reliance
[15] Score Level VGG16 with Face and KVKR dataset 99.65% Limited dataset
CNN Fingerprint generalizability
[16] Multimodal CNN, LSTM, Dynamic 1,750 samples >98% Limited sample
GRU, TCN Signatures, from 25 size and hardware
Facial Data individuals dependence
[17] Feature-level FRMSDNET  Fingerprint = CASIA-IrisV3, 99.4% High
& Iris SOCOFing computational
complexity and
overfitting
[18] Feature-level Deep Fingerprint Common RS High Not applicable to
fusion learning and ECG scene datasets accuracy diverse datasets;
architecture potential
with data- overfitting.
efficient
transformers
[19] Late Fusion ARGate Multi- Human Activity Up to 13.39% Limited to
modal Recognition, improvemen controlled
sensor data driver t datasets; real-time
identification, application not
KITTI tested
[20] Feature Bi-LSTM Face and DeepfakeTIMIT 97.51% Limited
Speech , AVSpeech generalizability
across
environments
[21] Feature- CNN Iris, Face CASIA and ORL 99.22% / Limited to
Level / datasets 100% specific datasets
Score-Level and conditions
[22] Feature-level Extreme Face, Various 97.14% Limited dataset
Learning Fingerprint, biometric diversity and real-
Machine + Finger Vein datasets time applicability
PSO challenges
[23] Feature level BM-KMA, Fingerprints = NIST, CASIA, High Synthetic datasets
CS-RBFNN , Palm Finger Knuckle may lack real-
Prints, Dataset world

representation
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Finger
Knuckles
[24] Score-level SVM Fingerprint, IIITD-CLI, EER: <1.36%,  Computational
Iris IIITD-Iris ACER: processes may be
Spoofing, <0.57% time-consuming
Clarkson,
LivDet 2013,
2015
[25] Pixel, Deep Neural Face, 40,482 photos, 99.6% Reliance on
Feature, Networks Fingerprint, 2712 individuals simulated
Score Iris datasets
[26] Feature-level Deep Neural Palm and Not specified 99.85% Computational
Network knuckle complexity and
vein real-time
implementation
challenges
[27] Score-level  Convolutiona Iris, CASIA- 99.85% Limited
I Neural Fingerprint,  FingerprintV5, generalizability
Network Palm Print, CASIA-FaceVS5, due to dataset
Ear, Face CASIA- constraints
PalmprintV1,
CASIA-Iris-V3,
AMI Ear
Dataset,
MEPCO
Multimodal
Dataset
[28] Multimodal CNN-based Face, Four benchmark 96.15% Computational
model Fingerprint, datasets complexity
Iris
[29] Feature-level Hybrid Keystroke, = Custom datasets High Limited dataset
LCNN-Salp Face generalization
swarm
optimization

When we compare the performance of biometric systems, accuracy has almost been the singular measured metric,
making this the primary measure used for the analyses in this review. In order to thoroughly assess a biometric system’s
performance, other important metrics must be equally given consideration. Specifically, EER, FAR, FRR and AUC
provide necessary insight into system security, usability, as well as the trade-offs present between different error types.
Given that the bulk of the studies reviewed in this review focus on accuracy, and since most of the articles focused on
the same measure of accuracy; this skewed the researcher’s understanding about the performance of biometric systems
and may have resulted in the potential to overlook more important performance characteristics of biometric systems.
Studies should accept a broader range of measuring systems, as well as a wider range of notation standards to assist
with more robust complex and detailed analysis and more appropriately inform real-world deployment choices.

When evaluating real-time authentication situations, the selected fusion technique should provide a balance
between the accuracy of the result and latency or computing requirements. In many of the reviewed studies on score-
level fusion, it appears to be the most effective method for this kind of application with respect to trade-offs (i.e., the
method produces accurate results and can perform in many different computing environments because it requires
moderate computing power) since score-level methods process previously extracted features rather than raw data.
Likewise, decision-level aggregations provide a similar advantage for application in a true real-time environment. Since
decision-level fusion occurs on the results of independent classifier outputs (the two classifiers are completely
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independent), they can be processed in parallel across different modalities and therefore produce a reduction in
latencies. Conversely, because of the need to align and concatenate features prior to performing computations, and
because feature-level data contains much richer information compared to all of the other aggregators, feature-level data
fusion is very costly to compute and use for time-critical authentication scenarios.

Dynamic selection of modalities based on authentication confidence can help to reduce the number of modalities
that require processing for each transaction through the serial fusion model. However, this model is reliant on the
correct optimization of thresholds for optimal performance. Though hybrid models will provide the greatest power,
they also incur high computational costs and are most appropriate for non-real-time or high-resource environments.
For realistic use cases in the real-time environment, light models (e.g., MobileNet, EfficientNet) fused at the score or
decision level currently provide the best opportunity to move forward.

Based on the detailed review and comparative analysis of recent multimodal biometric systems from 2020 to 2025,
it is evident that the choice of fusion level significantly influences system performance, computational demands, and
practical applicability.

e  The use of score-level fusion has consistently delivered the highest performance levels (i.e., 100%) to date, making
it the most popular approach due to its flexibility for practical applications.

e  Feature-level fusion has some advantages when integrating information sources because it can provide multiple
pieces of detailed information about the same object. However, feature-level fusion has some drawbacks as it
requires accurate calibration of the data and incurs higher computational costs.

e  Despite being less well-studied than score- or feature-level fusions, decision-level fusion provides enhancements
in robustness in uncertain situations. Serial fusion may produce improvements in reducing user interaction needs;
however, both of these techniques have challenges with their ability to adapt to different environments and to
optimize performance.

e  Hybrid fusion techniques combine the benefits of several fusion levels; however, they also tend to add complexity
to system design and training.

e  Each of the fusion techniques identified in this review faces a number of similar issues, including lack of sufficiently
diverse datasets, high computational demands, and concerns regarding the privacy and ethical implementation of
multiple fusion techniques.

e  Many of the systems reviewed achieved very high accuracy rates (i.e., claims of 100% accuracy), but the potential
for overfitting when a system is trained on a small subset of the available data limits the application of these
accurate ratings. Additionally, computational complexity will hinder the ability to deploy these systems quickly
and effectively on edge devices and in real-time.

4. Challenges And Limitations

Even though multimodal biometric systems have recently attracted researchers and appliers for their strong
performance, yet they are being subject to several obstacles and drawbacks. For instance, the appliers of multimodal
biometric systems might suffer shortages in real-world diverse datasets that would make their job hard. Feature-level
fusion in spite of having good and accurate rate of final performance needs a very accurate data alignment. However,
these biometric systems are highly computationally intensive, particularly deep learning models, which limits their
potential for resource-constrained and real-time environments. Privacy issues become the most important concerns if
multiple biometric characteristics are collected and stored, which change the way biometric data are protected. Further,
determining the optimal fusion method generally consists of a trade-off between speed, accuracy, and robustness of
the implementation.

The small number of benchmark datasets commonly used for multimodal biometric evaluations, such as CASIA,
SDUMLA-HMT, and PolyU, limit the overall ability of multimodal biometric systems to generalize across different
domains or applications. Even though all three benchmarks have played a vital role in providing standardised
evaluations and comparisons, they are created and evaluated under laboratory conditions where lighting and other
external influences are controlled, therefore not representative of real-world systems. Additionally, the continued
reference to a small number of benchmark datasets creates significant risk of (1) reported performance values potentially
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overestimating the actual performance value of multimodal biometric systems deployed in real-world applications, and
(2) training multimodal biometric models based on artefacts from the specific datasets, rather than learning the
generalised biometric features to be applied in different applications/domains. Enhanced analysis and evaluation of the
datasets used for developing multimodal biometric systems is warranted due to the restrictions and biases from a lack
of diversity associated with the datasets collected, and as such, systematic evaluations must consider age, ethnicity, and
other demographic factors when conducting evaluations. As a result, the high accuracy scores found in several studies
should be taken with caution, and the area would be well served by an increased range of varied, intricate, and
representative benchmark datasets that represent operational realities more accurately.

Although the tested systems show exceptional performance in a controlled environment, the practical deployment
of multimodal biometric systems presents certain challenges. Latency and computational complexity are crucial,
particularly on mobile devices or embedded systems, where hardware resources are limited. In addition, user
friendliness and user experience aspects play a relevant role, in order to facilitate a seamless integration in real-world
applications.

5. Future Directions

There have been significant advancements in multiple mode biometrics; however, a number of pressing open
issues must be prioritized for future studies before they can be used in real world applications. Following our
investigation, we identified the following three main challenges to focus on as necessary prior challenges to enable use
of multimodal biometrics in practice: (1) address the generalization leakage caused by using only controlled data; (2)
developing methods that can provide an acceptable trade-off between efficiency and accuracy for real-time use on
resource-limited devices; and (3) create trust and transparency within multimodal biometrics via explainability, privacy
preservation, and ethical design. The following sections will further discuss this list of priorities and additional
considerations for further research directions.

o  First, lightweight and efficient model design is essential for real-time authentication on portable and resource-
constrained devices. Future work should focus on developing deep learning architectures that optimally balance
accuracy with computational complexity for deployment on edge devices and mobile platforms.

e Second, diverse and representative benchmarks are urgently needed. The field's heavy reliance on a few
controlled datasets (e.g., CASIA, SDUMLA-HMT) limits generalizability to real-world conditions. Public datasets
that fairly represent different populations, environmental conditions, and sensor variations would significantly
improve benchmarking and promote innovation.

e  The third requirement of architectural diversity involves research into a new phase of investigation. Research on
current architectures is very imbalanced, with most research still using convolutional neural networks (CNNs) and
little research on alternative architectures (i.e.,, transformer networks, graph neural networks (GNNs)).
Transformers appear to be more suitable for representing long-range dependencies and cross-modal relationships
because of their inherent design, while graph neural networks have the ability to represent interactions between
modalities with complex graphs. Future researches should evaluate CNN-transformer hybrid architectures and
transformer-only architectures for use in fusion scenarios that involve sequential data, such as voice or gait, or for
scenarios that have complicated cross-modal dependencies.

o  Fourth, it is necessary that XAl techniques be embedded into Multimodal Biometric Systems. None of the reviewed
research included interpretability of the model, yet they face greater demand for transparency via regulations (such
as how GDPR provides for a "right to explanation"). Explainability is critical in building user trust, allowing
debugging of a system, detecting bias, and providing accountability — especially when high-stakes applications
are involved (e.g., border control and law enforcement). Future studies should utilize techniques like Attention
Visualization, Saliency Maps, or SHAP values so that insights into decision-making processes and contributions
from specific modalities can be disseminated.

e The fifth type of fusion techniques is the dynamic and adaptive fusions which provide a greater expectation of
increased complexity than the traditional fixed approach of fusing based on doctrine with the introduction of
dynamic fusion values based on contextual parameters. In support of this statement are three examples: (1) Fusion
based on confidence knowledge where model uncertainty estimates gate the amount of contributions from the
different modalities being fused; (2) Quality driven adaptive weighting where higher quality modalities are given
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more weight when fusing their contribution at the score level; (3) Context switching frameworks wherein different
fusion methods and strategies are used based on different environmental contexts, for example, switching from a
face dominant fused output to a voice dominant fused output in low light conditions. Improvements in the mixture
of experts along with improving the meta-learning aspects of development will create much more productive and
effective implementations of the types of integrated approaches discussed here.

e  Sixth, Systems will require system-level solutions to privacy issues. Given the multi-modal nature of the data
involved, such as voice and face, future systems will need to utilize Federated Learning, Homomorphic Encryption,
and Differential Privacy in order to build user trust and meet regulatory requirements.

e Seventh, the design and testing of biometric systems should take into account the need for Ethical Design
(designing in compliance with ethical standards) and Bias Mitigation. Equality, transparency and fairness must be
studied to ensure that all segments of the population are treated fairly by a biometric system and not discriminated
against.

Developing and deploying robust, deployable, and socially responsible multimodal biometric systems (that can
move from laboratory environments to practical real-world applications) will require the identification of solutions to
these inter-related challenges: generalization, efficiency, trust, architecture innovation, adaptability, privacy, and ethics.

6. Conclusion

The findings of this paper indicate that multimodal systems, which integrate multiple types of biometrics, provide
considerably better accuracy, robustness, and protection against spoofing than unimodal systems (i.e., one type of
biometric). We found that most researchers use score-level fusion of biometric data as their preferred fusion method,
while very few researchers have investigated serial and decision-level fusion methods because of concerns about either
their performance or their adaptability. Although a great deal of research has been conducted and significant advances
have been made in the application of deep learning to enhance the performance of multimodal biometric systems, there
are still bottlenecks that impede developing and applying these systems to real-world situations. These include
computational complexity of fusion, concerns about privacy law violations, and variation among the datasets used to
train/fine-tune/develop the biometric systems. Furthermore, the literature reviewed in this research suggests there may
be potential demographic or selection biases in the studies reviewed, specifically in the arena of face recognition that
would provide generalization and fairness.

In order to deal with these bottlenecks, we focus on the vitality of factors such as computational efficiency, ethnic
design, and inclusive appraisal protocols. Among all the available privacy-saving strategies, federated learning presents
unprecedented solutions to secure sensitive data while enabling distributed model training. This research review offers
a well-arranged synthesis of the most updated multimodal fusion strategies, shedding light on trends, critical gaps, and
performance insights that could lead other researchers to develop both more deployable and reliable biometric
structural architectures.
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