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Abstract

Traditional Intrusion Detection Systems (IDSs) are often ineffective because they rely on
signature-based methods, resulting in high false-positive rates. With the expansion of new
Artificial Intelligence (Al), especially Machine Learning (ML) algorithms, used in IDS
systems, it is possible to achieve high performance in detecting anomalous and known
threats. For that reason, this study aims to use Machine Learning (ML) algorithms to learn
different patterns of known and anomalous threats across the Data Link (Layer 2) and
Network (Layer 3) characteristics of the OSI model, as a basis for adaptive systems for IDS
frameworks. Two supervised models (Random Forest, XGBoost) and two unsupervised
models (Isolation Forest, One-Class SVM) were compared on the CICIDS2017 online
dataset. The Results indicate that XGBoost achieved 99.3% accuracy on known threats,
while One-Class SVM achieved 92.1% accuracy for unknown threats. Later, model
performance was evaluated using standard classification metrics with a paired t-test. The
findings of this study show the importance of combining supervised and unsupervised
ML algorithms as a hybrid system to detect, classify, and learn from known and
anomalous threats on different layers of network traffic. As a result, the findings can serve
as a base for the adaptive IDS systems that can learn features and achieve higher
performance.

Keywords: Intrusion Detection System (IDS); Machine Learning (ML); Supervised
Learning; Unsupervised Learning; Anomaly Detection.

1. Introduction

With the rise in technology and its positive impact on our daily tasks, it also poses significant cybersecurity risks
and cybercrimes. To minimize these risks, one security measure is the use of Intrusion Detection Systems (IDSs). This
system monitors network traffic to detect known threats; however, it is limited by high false-positive rates and low true-
negative rates [1].

Intrusion Detection Systems (IDSs) are integral to information security principles, as they are used to build network
security architectures [4]. IDS serves as a critical frontline defense in cybersecurity architecture, providing a systematic
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method for tracking and analyzing network and system activity to detect policy breaches and malicious activity [15].
These systems provide confidentiality, integrity, and availability for networked systems by preventing unauthorized
access to the network [16]. Artificial Intelligence (Al), particularly machine learning (ML), will help the IDS system
detect attacks more effectively and learn from attack patterns to adapt to unknown threats [1].

Supervised and unsupervised ML algorithms are used to detect and classify known and unknown threats across
the OSI model. To compare ML algorithms and evaluate them using performance metrics such as accuracy, precision,
recall, and F1-score. First, a testable dataset is required to obtain performance results therefore, the online CICIDS2017
dataset has been used to train ML algorithms.

A variety of algorithms, such as Decision trees, Random Forests, Support Vector Machines, and Ensemble methods,
have been used in supervised learning, with relatively successful results in IDS [18]. Ensemble methods have
demonstrated higher predictive performance by combining multiple base learners. Based on preliminary experimental
results, the supervised model XGBoost was superior to the other models, achieving higher accuracy (99.3%), a higher
Fl-score (99.4%), and a better balance between precision and recall (99.3% and 99.5%). In unsupervised learning,
anomaly-detection models, including One-Class SVM and the Isolation Forest algorithm, were evaluated to assess their
ability to detect unusual or zero-day threats. One- Class SVM shows the highest result due to the expertise of measuring
separation between abnormal traffic and unsupervised learning detection of attack compared with supervised models
trained on a formed pattern, which shows higher results than Isolation Forest in terms of accuracy (92.1%), and higher
F1-score (70.5%) and greater results in precision and recall (87.0%-59.2%). Unlike previous studies that focus only on a
single network layer, this research focuses on combining two layers, specifically layers 2 and 3 of the OSI model. This
approach provides a more comprehensive understanding of network behavior across multiple layers than traditional
single-layer IDS studies. As the main contribution of this research is summarized in:

e A comparative evaluation of supervised (XGBoost, Random Forest) and unsupervised (One-Class SVM,
Isolation Forest) machine learning algorithms using the CICIDS2017 dataset.

e Focusing on analyzing the network features of Layers 2 and 3 of the OSI model and highlighting their role
in the early stages of intrusion detection.

e A hybrid IDS perspective that demonstrates how combining both approaches can support future adaptive
security systems.

2. Related Work

Due to the rapid evolution of cyber threats, research on Intrusion Detection Systems (IDSs) has increased lately,
and IDSs constitute the frontline defense that can benefit from knowledge gained from machine learning algorithms
[14]. For that reason, there is an increasing body of research on machine learning and deep learning approaches to
improve the detection of complex and emerging attacks, to increase accuracy, flexibility, and robustness [5]. From 2020
to 2026, studies have highlighted the success of supervised and unsupervised techniques, with algorithms such as
Support Vector Machines (SVMs), Random Forests (RFs), XGBoost, and deep learning frameworks, including Long
Short-Term Memory (LSTM) networks, achieving high levels of accuracy and robustness [12]. This research builds on
these findings by combining supervised and unsupervised learning to strengthen multi-layer intrusion detection
performance as a foundation for adaptive IDS systems. The CICIDS2017 dataset has been widely used because it
provides extensive coverage of real-world network traffic and attack patterns, and it serves as a valuable benchmark
for evaluating the generalization of different IDS models [11].

In a review paper [2], this author used the snowballing technique to review and analyze 49 research papers on ML
algorithms for evaluating and enhancing IDS systems. The results show that the Random Forest algorithm can achieve
up to 96%. The paper's most significant finding is that the algorithm achieves low false rates and high detection rates
compared with other algorithms. Moreover, the research [3] developed an early IDS control network that combines a
honeypot with the model-free reinforcement learning algorithm, State-Action-Reward-State-Action (SARSA). Two
agents were used: an environmental agent that intentionally reduces the classification agent's reward to encourage
complexity, and a classification agent that predicts the attack type. The framework was tested and compared to man-
in-the-middle and DDoS attacks using real-world devices. Traditional supervised models (Support Vector Machine and
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Random Forest) and other deep Reinforcement Learning approaches (Deep Q-Network, Double DQN, Actor-Critic, and
Policy Gradient) were also evaluated on the benchmark. Although this research was limited to two attack types, it could
be expanded to include meta-heuristic algorithms and additional Reinforcement Learning to improve scalability and
robustness.

Additionally, [4] Proposed Al-enhanced IDS for honeypots that combine machine learning, Large Language
Models (LLMs), and game theory to build deception systems capable of adapting to attacker behavior. The approach
showed a 20% increase in engagement time and a 35% improvement in detection rate compared to traditional
honeypots. However, it remains limited by training complexity and data quality issues. Future work can focus on
automating model tuning and improving LLM interpretability for security contexts. Finally, [5] proposed an optimized
machine learning model for intrusion detection that combines the Rao optimization algorithm with Support Vector
Machine (SVM) and other ML methods for better feature selection and classification. They tested their model on the
KDDCup99 and CICIDS 2017 datasets, achieving accuracies of 100% and 97.6%, respectively. The high results showed
that ML algorithms can achieve high classification rates between attack and BENIGN on selected datasets.

Recent research also focused on deep learning concepts, particularly Long Short-Term Memory (LSTM) networks,
Convolutional Neural Networks (CNNs), and hybrid deep learning frameworks [2]. Although those models achieve
almost 99% accuracy on the CICIDS 2017 datasets, researchers faced challenges at the time, as the models required more
resources, longer training times, and large labeled datasets. At the same time, machine learning models can achieve
competitive performance while maintaining lower computational complexity. Within that, the Previous work indicates
that combining supervised and unsupervised machine learning algorithms in a hybrid system provides a foundation
for an adaptive IDS workflow.

3. Methodology

The methodology section consists of a dataset description, a data preprocessing stage, and the dimensionality
reduction techniques used to compare the machine learning algorithms. This section describes the overall structure of
the proposed IDS workflow as shown in Figure 1. The flowchart diagrams illustrate the proposed IDS methodology.
The process began with dataset description and preprocessing, followed by feature extraction focusing on layers 2 and
3, and then Dimensionality reduction using Principal Component Analysis (PCA) to improve efficiency. The processed
data was then used to train both supervised and unsupervised machine learning models, with performance evaluation
using standard classification metrics.

[ciciDs2017 Dataset |

|

Data Preprocessing
Cleaning. Normalization, SMOTE

!

Feature Extraction
Layer 2 & 3 Features

!

| Dimensionality Reduction

PCA

Model Training

/\.

Supervised Models Unsupervised Models
XGBoost Isolation Forest
Random Forest One-Class SVM

\/

Evaluation
Accuracy, Precision, Recall, Fl-score

Figure 1. Flowchart Diagram of IDS Workflow
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3.1. Dataset Description

The CICIDS2017 dataset is used to train and test the ML algorithms. This dataset covers a wide range of attacks
across the OSI model's layers, though our focus is on Layer 2 and Layer 3 traffic features. These layers provide helpful
information about packet characteristics and network traffic patterns, supporting the identification of unusual activity
before data reaches the highest possible level of encryption at the application layer, based on features such as MAC
addresses, IP headers, TTL (Time to Live) values, and protocol types. A total of 1,668,530 records were used in the
experimental setup: 1,402,023 for BENIGN flows, and 266,507 for attack flows. Then, accuracy, precision, recall, and F1-
score were compared for the selected ML algorithms.

3.2. Data Preprocessing

The proposed method uses a systematic workflow that includes preprocessing, feature extraction, model training,
and evaluation, forming a foundation for future integration with adaptive IDS Frameworks. It is based on the
CICIDS2017 dataset, which contains both BENIGIN and malicious network flows. The following steps of data
preprocessing include cleaning incomplete records, applying Min-Max normalization, encoding categorical variables
(e.g., protocol types), and using SMOTE to balance the data and reduce class imbalance. The data were then split into
60% for training, 20% for validation, and 20% for testing, with balanced evaluation of both normal and attack traffic.
This split will ensure that sufficient data is available for testing the ML algorithms. The model configuration was then
applied and optimized using a grid search. A total of 1,668,530 records were used, consisting of 938,547 for training,
312,850 for validation, and 417,133 for testing. This split is used to support model generalization for both known and
unknown attacks on the network system.

3.3. Dimensionality Reduction

Dimensionality reduction was done by Principal Component Analysis (PCA). This technique is used to reduce the
number of features in a dataset while preserving most of the original information [3]. The four selected ML algorithms,
including Random Forest, XGBoost, Isolation Forest, and One-Class SVM, were compared using hyperparameters
optimized via grid search and evaluated using accuracy, precision, recall, and F1-score to create a scalable, adaptive
IDS Framework. The PCA visualizations are presented in the experimental section.

3.4. The selected Machine Learning (ML) Algorithms

Machine learning algorithms are classified as supervised, unsupervised, or hybrid [17]. Those algorithms are
trained on datasets and improved by learning from patterns [6]. For that reason, machine learning algorithms are
suitable for IDS detection of known and unknown threats, for reducing the number of attacks on systems. The rest of
this research paper describes each selected algorithm in detail, along with its results.

3.4.1. Supervised Machine Learning Algorithms

Among the supervised machine learning algorithms in this research, two of the most effective models for IDS tasks
have been discussed: Random Forest and XGBoost, supported by recent research demonstrating strong performance in
accuracy, recall, and robustness across datasets such as CICIDS2017 and NSL-KDD. [4]Random Forest is an ensemble
of decision trees built via bagging, in which each tree is trained on a random subset of data [21]. The second supervised
algorithm used is XGBoost, which employs gradient boosting, including second-order objective functions, limited-data
awareness, and regularization, to achieve high accuracy and efficiency [22]. Those selected algorithms are among the
highest-accuracy and are suitable as the basis for the adaptive IDS system, as shown in the experimental results section.

3.4.2. Unsupervised Machine Learning Algorithms

In addition to the supervised algorithm, this research will compare two unsupervised machine learning algorithms
with comparable capabilities for detecting and classifying threats across the two layers of the OSI model. These
algorithms have been selected for their effectiveness, yielding high accuracy and a low error ratio. The first algorithm
is Isolation Forest, which was selected for its ability to process data in tree format using randomly selected features [8].
Changes are less likely in samples farther down the tree, because they will require even more cuts to be isolated. Also,
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the presence of the samples on shorter branches of the tree indicates abnormality. The second algorithm is the one-class
SVM, which identifies anomalous samples by separating normal from abnormal samples using a hyperplane [20].

3.5. Experimental Setup

The Machine Learning models were implemented in Python using the scikit-learn and XGBoost libraries, and
execution was performed on a workstation with an Intel Core i7 processor, 64 GB of RAM, and an NVIDIA RTX-series
GPU. This combination will facilitate smoother data preprocessing and more efficient ML model training.

4. Experiments and Results

The experimental section presents the ML model's results, including several evaluation metrics, statistical
validation, and confusion matrices for the selected models. Finally, PCA visualization is provided to show feature-
space separation and dimensionality reduction, to understand the underlying data structure and the models'
effectiveness in separating different classes.

4.1. Evaluation Metrics and Statistical Validation

The evaluation of results used standard classification metrics, including accuracy, precision, recall, and F1-score,
to assess reliability and minimize bias in the datasets. To show performance differences, paired t-tests (p < 0.05) with
95% confidence intervals were used; these tests compare model performance using the same dataset. The assumptions
of the tests were satisfied because the models were evaluated under the same conditions using consistent data splits.
Table 1 shows that the four algorithms, including XGBoost, achieved the highest accuracy and Fl-score. Additional
evaluations, including ROC-AUC, precision-recall curves, and false-positive rate (FPR), are also required to assess
metrics that will be considered for future evaluation.

Table 1. The Comparison Table of the Selected Four ML Algorithms.

Model Type Accuracy Precision Recall F1-Score p-value
98.8% (98.3—- 99.2% (98.8— 98.8% (98.4—  99.0% (98.7-
Random F t S ised 0.042
andomTorest  Supetvise 99.2) 99.6) 99.1) 99.3)
99.3% (98.9—- 99.3% (98.9— 99.5% (99.2—  99.4% (99.1-
XGBoost Supervised o o o % —
99.6) 99.6) 99.7) 99.7)
91.6% (90.9- 83.1% (81.7- 59.7% (57.2-  69.5% (67.9—-
Isolation F t U ised 0.001
solation Fores nsupervise 92.3) 84.5) 62.1) 71.2) <
One-Class Unsupervised 92.1% (91.4- 87.0% (85.8— 59.2% (57.0- 70.5% (68.2—- <0.001
SVM P 92.8) 88.2) 61.5) 72.7) '

4.2. Supervised Model Performance

The random forest model achieved 98.8% accuracy in classifying both normal and anomalous attack traffic,

resulting in only a few misclassifications. Figure 2 indicates that this model has a strong capability to distinguish

between BENIGN and malicious activities, supporting its role as a reliable supervised model.

Confusion Matrix: Random Fores

Normal

True

Attack

Normal

Attack
Predicted

500
400
300
200
100

Figure 2. Confusion Matrix of Random Forest.
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Figure 3 illustrates the confusion matrix for XGBoost, showing fewer misclassifications than the Random Forest on
the same dataset when identifying threats on layers 2 and 3 of the OSI model. This shows that XGBoost achieves slightly
better results, with 99.3% accuracy, indicating that it improves the enhancement and regularization processes and
enhances its ability to handle imbalanced and complex data.

Confusion Matrix: XGBoost

500
Normal 4

400

300

200
Attack 3

100

Normal Attack
Predicted

True

Figure 3. Confusion Matrix of XGBoost.

4.3. Unsupervised Model Performance

To train the Isolation Forest model, the label data were removed, indicating that the model is fully unsupervised
and focuses solely on learning the pattern of BENIGN traffic from both Layer 2 and Layer 3 features of the OSI model.
This will help identify anomalies and previously unseen patterns in the dataset that supervised models may have
missed. Figure 4 shows that the model achieved an accuracy of 91.6%, which is substantially lower than supervised
algorithms. Demonstrating that while Isolation Forest can detect anomalous behavior without labeling data, it has the
weakness of a limited capability to distinguish between BENIGN and malicious traffic, which leads to higher
misclassification compared to other models.

Confusion Matrix — Isolation Forest (Test)

400000

350000

MNormal

300000

250000

200000

True label

150000

32235 47717
Ak 100000

50000

MNormal Attack
Predicted label

Figure 4. Confusion Matrix of Isolation Forest.

Figure 5 shows the confusion matrix for the One-Class SVM. The algorithm correctly classified most regular traffic
(30,000 true negatives) and only a small fraction of the same attacks (507 false positives). 3,406 attacks were identified
as true positives, and 2,344 were mistakenly identified as regular traffic (false negatives). The metrics show an accuracy
of 92.1%, a precision of 87.0%, and an F1 Score of 70.5%. This algorithm can better separate the attack and BENIGN
classes, indicating that it achieves higher results than the isolation forest.

Confusion Matrix — One-Class SVM (Test)

25000

20000

True label

15000

10000
setack 2344 3406

Mormal Artack
Predicted label

Figure 5. Confusion Matrix of One Class- SVM.
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4.4. Principal Component Analysis (PCA) Test

The Principal Component Analysis (PCA) was used to reduce computational complexity, remove noise, and
identify the most informative patterns. This research used the PCA as a dimensionality reduction method that preserves
the most significant information by transforming correlated variables into fewer uncorrelated principal components. In
the intrusion detection setting, PCA helps visualize attack and regular traffic and serves as a preprocessing step to
improve ML model performance by eliminating redundant or irrelevant features [27].

Random Forest— PCA (Test) XGBoost — PCA (Test)

51 Supervvised
Acc: 99.5% F1:9.4%
Prec: 99.3% Rec:5%

Supervised
Acc:99.8% F1:9.0%
Prec: 99.2% Rec: 9.8

PCA2
=

- ™
. TP
- FP
° FN

Best Unsupervised

-0.0 —0.5 0.0 1.0 1.5 2.0 2.5 —-0.5 0.0 0.5 1.0 1.5 2.0 25
PCA 1 PCA1

Isolation Forest — PCA (Test) One-Class SVM —Best Unsupervised Model

Unsupervised A 51 Unsupervised gl

Acc: 89.5%
Prec: 83:1%

Acc: 92:1% F10.5%
Prec: 87.0% Rec: 59

PCA2
-

Unsupervised—Best Unsupervised Mol

—0.0 —-05 0.0 0.5 1.0 15 2.0 0.0 0.5 0.0 0.5 1.0 15 2.0
PCA 1 PCA 1

Figure 6. (PCA) of ML Models.

Figure 6 shows the predictions of Layer 2 and 3 traffic features using PCA under the four Machine Learning
algorithms: Random Forest, XGBoost, Isolation Forest, and One-Class SVM. The points are samples from the test set,
and the classification results are shown as (blue) true negatives, (green) true positives, (orange) false positives, and (red)
false negatives. The supervised models (top row) are more clustered and better separated between BENIGN and
malicious traffic; specifically, XGBoost establishes the most precise boundary, resulting in minimal misclassifications.
This proves that it is more effective with (99.3% accuracy and 99.4% F1-score). Also, Random Forest is accurate with
(98.8%), but with more isolated results. The unsupervised models (bottom row) have higher error rates, with the
Isolation Forest showing more false positives and false negatives (higher error rates). On the other hand, as shown, the
One-Class SVM achieves higher precision (87.0%) and an F1 score (70.5%) than the Isolation Forest. Overall, the results
indicate that among supervised algorithms, XGBoost achieves the highest detection of known threats. As the algorithm
can learn from complex patterns in the dataset and work well with tabular datasets like the one used, it can easily
distinguish between known and anomalous features. On the other hand, among unsupervised algorithms, One-Class
SVM achieves the highest detection performance against anomalous threats. However, overall performance remains
lower than that of supervised models, as unsupervised models are trained only on normal data and lack access to
labeled attack data. This highlights the importance of combining supervised and unsupervised models to achieve a
better balanced and improved accuracy in the IDS Framework, as supervised models focus on accuracy and
unsupervised models detect anomalies or previously unseen behavior without labeled data.

5. Conclusions

This research evaluated and tested the performance of four Machine Learning algorithms: two supervised
(XGBoost and Random Forest) and two unsupervised (One-Class SVM and Isolation Forest). These algorithms aim to
detect known and unknown threats using the CICIDS2017 dataset. The two selected supervised models were XGBoost
and Random Forest. XGBoost achieved higher accuracy (99.3%) with balanced precision, F1 Score, and recall. On the
other hand, the two selected unsupervised models were One-Class SVM and Isolation Forest, as One-Class SVM
achieved higher accuracy, Fl-score, and AUC (92.1%). This result underscores the importance of this algorithm for
unknown attacks in the absence of labels. The Isolation Forest offers scalability and higher recall results (59.7%). Those
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algorithms were selected to detect attacks at the second and third layers of the OSI model, as both XGBoost and One-
Class SVM showed the greatest impact on hybrid IDS systems.

From the practical viewpoint, the use of those models provides an effective and understandable solution for real-
time data across different environments. The findings highlight the impact of using both supervised and unsupervised
models, especially when analyzing multiple layers of the network.

Future work will use the results of the two best-performing algorithms to detect and learn from known and
unknown threats and then adapt them to IDS frameworks and adaptive honeypot systems to detect such threats and
enable dynamic cyber defense. As this research focused only on the CICIDS2017 dataset to evaluate network
performance, generalization to other datasets has not been evaluated. For that, cross-dataset validation using
benchmarks such as UNSW-NB15 and CICDDo0S2019 will be evaluated in the future, using k-fold cross-validation to
improve reliability.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence
CNNs Convolutional Neural Networks
DDOS Distributed Denial of Service

FPR False-Positive Rate
IDS Intrusion Detection System

IP Internet Protocol

LSTM Long Short-Term Memory
MAC Media Access Control

ML Machine Learning

OSI1 Open Systems Interconnection

RF Random Forest
SARSA State-Action-Reward-State-Action

SVM Support Vector Machines
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