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Abstract 12

Cloud computing revolutionized the storage and management of information in organi- 13

zations with the provision of elastic and inexpensive services. These benefits bear major 14

risks, notably guaranteeing confidentiality and integrity of sensitive information. In this 15

article, cryptography as a solution to the aforementioned concerns and to offer security 16

for cloud systems is taken into consideration. Cryptography provides techniques that pro- 17

tect information against unauthorized usage and render information accurate and relia- 18

ble. And presents the role of cryptography in cloud computing, with special focus on its 19

application in ensuring data confidentiality and integrity. It highlights various crypto- 20

graphic techniques, including symmetric and asymmetric encryption, hashing, and digital 21

signatures, and their weaknesses and strengths. The other new techniques, like light- 22

weight cryptography, hybrid schemes, and zero-knowledge authentication encrypted 23

storage, have potential future impacts but are not yet unscalable or practical. Neverthe- 24

less, despite all this, encryption is still the foundation of cloud security through confiden- 25

tiality and integrity protection. Ongoing innovation and better processes for verification 26

should stem from an ability to contend with dynamic cyber threats and increase trust in 27

cloud computing services. 28

Keywords: Cloud Computing; Cryptography; Data Confidentiality; Encryption Tech- 29

niques; Cloud Security. 30

31

1. Introduction 32

Cloud computing has revolutionized the organizational life of information processing, management, and storage 33

in the last few years. Cloud computing offers unprecedented flexibility, scalability, and economics through the provi- 34

sion of access to titanic computational power without compelling organizations to raise enormous amounts of capital 35

in the initial stage. These advantages go hand-in-hand with tremendous risks, particularly safeguarding sensitive infor- 36

mation. With data breaches and cyberattacks becoming more and more sophisticated every day, a sound set of security 37

controls is more critical than ever. Cryptography, or coding information for the sake of safeguarding it, has emerged as 38

a significant technique for storing data in the cloud computing platform [1]. 39

In this review essay, the significance of the role played by cryptography in cloud computing, i.e., its application 40

for the maintenance of confidentiality and integrity of data, is discussed. Confidentiality provides access to data to only 41
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authorized staff, whereas integrity will not permit corruption or tampering of data and will permit identification of any 42 

unauthorized change. These two pillars for data security are key in ensuring trust in cloud services, especially with 43 

more and more sensitive information being kept and processed over cloud infrastructure [2]. 44 

The essay explains various cryptographic techniques, such as symmetric and asymmetric encryption, hashing, and 45 

digital signatures, and their operations when used in cloud computing. Symmetric encryption is usually used for fast 46 

encryption of large volumes of data, while asymmetric encryption provides robust key exchange and authentication 47 

methods. Hash functions ensure integrity by producing fixed-length representations of data that support quick identi- 48 

fication of changes, and digital signatures use these methods to offer both authenticity and integrity [3][4].  49 

Also highlighted are novel cryptographic techniques addressing particular challenges of cloud computing. They 50 

include homomorphic encryption, by means of which computation can be conducted on encrypted data without de- 51 

crypting to maintain confidentiality, and attribute-based encryption to ensure fine-grained access control based on the 52 

user's attributes. The paper also highlights the role of secure multi-party computation, by means of which multiple 53 

parties can compute data cooperatively without compromising privacy [5].  54 

The subsequent sections of this review paper are organized as follows: Section 2 covers the background, Section 3 55 

delves into methodologies, Section 4 reviews the literature review, Section 5 covers the discussion, and Section 6 talks 56 

about conclusions. 57 

 58 

2. Background 59 

This research explored the applications of quantum cryptography in mobile cloud computing, highlighting bene- 60 

fits like unconditional security and effective sniffing detection but noting challenges in practical scalability and real- 61 

world applicability. The New Lightweight Cryptographic Algorithm (NLCA) outperformed existing algorithms in en- 62 

cryption/decryption times and security [6], though it lacked vulnerability analysis. Comparisons of encryption algo- 63 

rithms showed AES as the fastest and most secure. AES 128-bit cryptography and LSB steganography enhanced data 64 

security for cloud services, despite potential detection by advanced steganalysis tools. The study proposed secure com- 65 

munication methods for IoT devices using ECC and hybrid cryptography. An efficient two-stage cryptography scheme 66 

improved security and reduced processing times. Enhanced security in multi-cloud environments was achieved 67 

through encryption techniques and access control mechanisms. RSA was identified as the most widely used encryption 68 

algorithm, with the importance of robust validation practices emphasized. Advanced multilevel user authentication 69 

protocols using hybrid CAPTCHA codes were introduced [7], enhancing security by incorporating cognitive features. 70 

Finally, new encrypted storage approaches using Cocks IBE and AES-256 CBC with zero-knowledge authentication 71 

were proposed to enhance trust and security in cloud storage [8]. 72 

 73 

3. Methodology 74 

 75 

This review was conducted by integrating a systematic search of literature in order to prevent gaps and ensure meth- 76 

odological precision. The primary databases sought were IEEE Xplore, ScienceDirect, SpringerLink, and Google Scholar, 77 

and they were charged with peer-reviewed articles in the time frame of 2019 to 2024. Potential sources were accessed 78 

by applying diverse combinations of keywords (cloud computing, cryptography, data confidentiality, encryption meth- 79 

ods, and cloud security). Inclusion was accorded to research targeting particularly cryptographic methods applied in 80 

cloud computing with particular emphasis on confidentiality, integrity, and security concerns. Nevertheless, exclusion 81 

criteria excluded pure theory papers lacking practical or comparative assessment, non-English publications, and unre- 82 

lated literature on cryptographic strategies in cloud environments. The selected literature was critically analyzed by 83 

comparing cryptographical methods, taking into consideration their pros and cons, and marking their limitations in 84 

scalability, practical application, and usability. The systematic approach made the review a thorough, reliable, and bal- 85 

anced integration of the existing knowledge of cryptographic solutions in cloud computing. 86 

 87 

 88 
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4. Literature Review 89 

This research explored applications of quantum cryptography in mobile cloud computing, including the DARPA 90 

Network, IPSEC implementation, and twisted light HD implementation. The study highlighted the benefits of quantum 91 

cryptography, including unconditional security and decent sniffing detection, making it suitable for future internet 92 

applications. However, key areas in the theory of quantum cryptography remained complex and poorly understood. 93 

Quantum key distribution and some quantum elements like photon yield and propagation were utilized in the experi- 94 

ment, demonstrating the feasibility of using quantum encryption for virtual private networks. The experimental inves- 95 

tigation demonstrated that quantum cryptography could address critical internet security issues, ushering in greater 96 

security for smart cities, the internet, and tomorrow's cyberspace. Although promising, practical scalability and real- 97 

world applicability were still difficult [9]. The research is limited by high implementation costs, restricted transmission 98 

speed and distance, environmental vulnerabilities, scalability issues in mobile cloud integration, and unresolved sys- 99 

tem-level security gaps. To reduce this limitation, we suggest combining hybrid classical-quantum systems and quan- 100 

tum repeaters for scalable and resilient security. 101 

 102 

 103 

Figure 1. (QKD) setup with (Mach Zehnder) interferometer, showing pulse generation (Alice), framing, and gated detec- 104 

tion (Bob) for secure key exchange [9]. 105 

 106 

The authors proposed the New Lightweight Cryptographic Algorithm (NLCA) to enhance data security in cloud 107 

computing. NLCA was a 128-bit block cipher using symmetric cryptography and logical operations like XOR and 108 

XNOR to ensure high security and efficiency. It outperformed existing algorithms (DES, AES, HIGHT, Blowfish, and 109 

LED) in encryption/decryption times and security levels. However, the study lacked a detailed analysis of potential 110 

vulnerabilities and real-world performance. Future hardware implementation was suggested for better results. NLCA 111 

offered significant benefits, including adaptability in key lengths and turns, making it suitable for fast data processing 112 

in cloud environments [6]. The research is restricted by limited datasets, privacy risks, high computational demands, 113 

and clinical adoption barriers; these can be reduced through standardized datasets, federated learning, explainable 114 

lightweight models, and stronger regulatory-clinical collaboration. 115 
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 116 

Figure 2. Block diagram of the 128-bit encryption process showing key mixing, substitution, and permutation operations [6]. 117 

 118 

The researchers compared encryption algorithms (AES, DES, Blowfish, RSA, and IDEA) to find the best for secur- 119 

ing cloud information. AES, Blowfish, and DES proved more secure than RSA and IDEA, with AES being the fastest 120 

and Blowfish using the least memory. RSA was less efficient due to high memory use and long execution time. The 121 

study included a literature review on cloud security issues and encryption techniques. It emphasized enhanced security, 122 

better cloud adoption guidance, and reduced hacking. Hybrid algorithms like AES and Blowfish were recommended 123 

for increased security. This research offers valuable insights for cloud data protection [8]. Cloud systems face data pri- 124 

vacy and security vulnerabilities, lack of trust in third-party providers, and challenges in data availability, integrity, 125 

and regulatory compliance; these can be addressed by strengthening encryption and authentication, establishing trans- 126 

parent service level agreements (SLAs), and implementing auditing, compliance monitoring, and advanced intrusion 127 

detection. 128 

 129 

The study on implementing the AES 128 algorithm for cryptography and LSB steganography for message hiding 130 

revealed several key findings and limitations. Using cloud computing services (Platform as a Service—PaaS), the re- 131 

search successfully encrypted messages and embedded them into JPG/JPEG images. The results showed that the en- 132 

cryption process increased the file size proportionally with the number of characters inserted. Tools like Stegspy were 133 

used to assess data, confirming the effectiveness of the steganography. Despite these successes, the increase in file size 134 

and potential detection by advanced steganalysis tools were noted as limitations. The research demonstrated that AES 135 

128-bit cryptography and LSB steganography enhanced data security, making messages difficult to read and detect. 136 

Leveraging cloud services for these processes indicated their feasibility and scalability, offering practical applications 137 

in secure digital communication [10]. The study’s main restrictions are that encrypted and hidden JPG/JPEG files be- 138 

come significantly larger than the originals, some encrypted images can still be detected by tools like StegSpy, and the 139 

method is limited to JPG/JPEG formats only. To reduce these issues, compression can be applied to control file size, 140 

more advanced or hybrid steganography techniques (such as adaptive or histogram-preserving methods) can be used 141 

to improve undetectability, and the approach can be extended to other image formats or media types like PNG, video, 142 

and audio for broader security coverage. 143 
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 144 

Figure 3. PaaS-based encryption and decryption model using AES-128 and steganography for secure image communica- 145 

tion [10]. 146 

 147 

This study found flaws in cutting-edge cryptographic techniques for cloud computing and Internet of Things de- 148 

vices, namely in terms of non-repudiation, availability, and service reliability. It used technologies such as lightweight 149 

cryptography for IoT devices with limited resources and Elliptic Curve Cryptography (ECC) for secure communication. 150 

The effectiveness of homomorphic cryptography for encrypted calculations, hybrid cryptography for fusing symmetric 151 

efficiency and asymmetric security, and ECC for secure key exchange were among the main conclusions. The paper 152 

proposed the use of DNA computing in cryptography. Strong security, efficient use of resources, sharing of hardware 153 

and software, and prevention of data loss were among the advantages. It was suggested that future studies look into 154 

other measures and current solutions that were not discussed in this study [11]. Cryptography techniques in cloud 155 

computing face restrictions such as high computational complexity, storage overhead, long encryption/decryption 156 

times, key management challenges, and limited suitability for resource-constrained devices; these can be reduced by 157 

adopting lightweight and hybrid cryptography for efficiency, using blockchain and machine learning to strengthen key 158 

management and data integrity, and exploring quantum-based methods to enhance speed and security. 159 

 160 

Figure 4. Cloud computing characteristics, service models (SaaS, PaaS, IaaS), and deployment models (public, private, 161 

community, hybrid)  [11]. 162 

 163 

The researchers proposed an efficient two-stage cryptography scheme for secure cloud data access and storage, 164 

enhancing user authentication and encryption efficiency. The scheme used a two-factor authentication mechanism and 165 

logistic chaos model theory for key generation, aiming to improve security and reduce encryption and decryption times. 166 

Potential limitations included reliance on user-entered parameters and scalability issues. Key results showed high se- 167 

curity, reduced ciphertext size, and lower processing times. Tools likely used were simulation software, cryptographic 168 

libraries, and mathematical software. The scheme offered enhanced data security, efficient processing, practicality, and 169 

improved user authentication without needing extra hardware, making it suitable for real-world applications [12]. Tra- 170 

ditional cloud cryptography schemes often face restrictions such as high complexity, longer encryption/decryption 171 

times, extra storage overhead, and weaker security when relying on hybrid or third-party key management; these issues 172 
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can be reduced by using the proposed two-stage scheme that splits files, applies chaos-based keys, and integrates two- 173 

factor authentication, while further improvements could focus on optimizing multi-server storage and refining light- 174 

weight encryption for faster performance. 175 

 176 

Figure 5. Graphical password-based authentication framework using a 3×3 grid with OTP encryption[12]. 177 

 178 

The authors had emphasized the importance of cloud computing in secure, reliable, and friendly data storage and 179 

urged the encryption of data for protecting outsourced data. Potential limitations included reliance on encryption algo- 180 

rithms, performance overhead, and challenging key management. They discussed cloud computing and symmetric and 181 

asymmetric approaches to encryption. Probable hardware included encryption algorithms and cloud storage systems. 182 

Primary results showed that data encryption enhanced security and confidentiality, whereas cloud storage ensured 183 

efficient data management. The benefits included efficient data management, security enhancement, simple solutions 184 

with on-demand availability, and a secure, reliable platform to store and retrieve data [13]. The main limitations are 185 

dependence on encryption algorithms, performance overhead, and challenges in key management. Suggestion: These 186 

restrictions can be reduced by adopting more efficient or lightweight encryption to lower overhead, improving or au- 187 

tomating key management systems, and designing user-friendly security solutions that balance strong protection with 188 

ease of use. 189 

 190 
 191 

Figure 6. Asymmetric encryption and decryption process using public and private keys [13]. 192 

 193 

This research focused on reviewing information security strategies for data protection in cloud computing, analyz- 194 

ing various cloud data storage solutions and security challenges. Limitations included a potentially narrow scope, lack 195 

of practical implementation details, and the rapidly evolving nature of cloud security. The study used distributed com- 196 

puting technologies, cloud storage solutions, and data security models, employing tools such as literature reviews, an- 197 

alytical frameworks, and comparative analysis. Key findings included the identification of security challenges, analysis 198 

of threats and privacy risks, and evaluation of data security models. The benefits of this research included enhanced 199 

understanding of cloud security, informed decision-making for organizations, a framework for future research, and 200 

encouragement for adopting robust security practices in cloud environments [14]. The main restrictions in this research 201 



Dasinya Journal for Engineering and Informatics. 2025, 1, 4. 7 of 13 
 

 

are trust management issues, performance overhead, complex key management, uncertain data location, insider threats, 202 

data loss/leakage, and risks from attacks like DDoS, spoofing, and floods; these can be reduced by using advanced 203 

cryptographic methods such as quantum key distribution and biometric-based encryption, improving key management 204 

systems, and integrating blockchain, fuzzy logic, and multi-layered verification to enhance overall security and trust. 205 

This research focused on enhancing security and privacy in multi-cloud settings through encryption techniques 206 

and access control mechanisms. Limitations included interoperability issues and evolving security threats. The study 207 

utilized multi-cloud technologies and detailed analyses of security protocols, privacy measures, disaster recovery strat- 208 

egies, and continuous monitoring. Key findings identified advanced encryption, AI, ML for threat detection, and pri- 209 

vacy-enhancing technologies for regulatory compliance as critical resilience strategies. The research provided valuable 210 

insights into fortifying multi-cloud environments against threats and vulnerabilities. Benefits included improved flexi- 211 

bility, scalability, and security in multi-cloud architectures. Future research should address interoperability, edge and 212 

quantum computing impacts, and secure data sharing, with best practices recommended for defense-in-depth, identity 213 

and access management, and incident response procedures [15]. The main limitations for this study are interoperability, 214 

compliance difficulties, data sovereignty issues, and limitations of current encryption techniques. The proposed solu- 215 

tions focus on open standards, advanced privacy-preserving technologies, strong access control, governance frame- 216 

works, resilience strategies, and future-oriented research (AI, ML, and quantum security). 217 

  218 

This research aimed to examine and compare the predominant encryption methods used in protecting data within 219 

cloud systems, focusing on RSA and AES algorithms, and evaluate the validity of these methods using previous litera- 220 

ture. The study showed that the most used was RSA, an asymmetric-key algorithm, with 28% of the studies reviewed 221 

employing it for protection of data, and 16% of the studies employing AES, which is a symmetric -key algorithm. How- 222 

ever, the biggest limitation was that 16% of the methods proposed were not yet tested, demonstrating there was a need 223 

for improved validation processes. The research, which was grounded on a systematic literature review, provided val- 224 

uable advice to business customers in the selection of appropriate encryption algorithms and recommended RSA as the 225 

preferable choice. Through the identification of widely adopted and proven encryption methods, this research enhanced 226 

cloud-based system security and highlighted the importance of sound validation processes in encryption research [16]. 227 

The main limitations are the overuse of RSA, limited validation, underutilization of emerging encryption schemes, and 228 

the lack of multi-layered security integration. The proposed solutions include adopting hybrid and emerging encryption 229 

techniques, conducting real-world validation, preparing for quantum-era threats, and integrating encryption with 230 

broader security measures. 231 

 232 

This research introduced a symmetric key encryption algorithm that encrypted files locally on the client -side before 233 

cloud upload and decrypted them after downloading using a generated key. The algorithm employed a specific key 234 

calculation method, enhancing security and performance for text files. However, it was limited to text files and showed 235 

low performance for large files. Future implementations could explore asymmetric key encryption and social media 236 

platform adaptation. The algorithm added an extra security layer, addressing public cloud security concerns and re- 237 

ducing data loss, theft, and interference during transit. The study highlighted the need for improved cloud security 238 

measures, offering a reliable solution for text files while acknowledging the potential for broader applications and per- 239 

formance improvements [17]. The main limitations of this research are its restriction to text files, reduced performance 240 

for large data, reliance only on symmetric encryption, lack of standardization across cloud providers, and narrow ap- 241 

plication scope. The proposed solutions include expanding file support, optimizing performance for large files, adopt- 242 

ing hybrid encryption, establishing cross-platform encryption standards, and extending usability to multiple cloud ser- 243 

vices and contexts. 244 

 245 

 246 

Figure 7. Client-side and cloud-based encryption process for secure cloud data storage [17]. 247 
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The researchers developed advanced multilevel user authentication protocols using hybrid CAPTCHA codes, re- 248 

quiring specific skills and expertise for proper authentication. This method aims to provide data access only to expert 249 

groups, introducing a new class of cognitive CAPTCHAs that combine pattern recognition with semantic understand- 250 

ing. While the approach may be limited in broader applicability, it enhances security by incorporating cognitive features 251 

and expert knowledge. The research involves CAPTCHA development, cognitive testing, and cryptographic protocols. 252 

Key results include new cognitive CAPTCHAs and expanded security protocols, establishing cognitive cryptography. 253 

This research proposes more secure authentication methods tailored for expert groups, integrating human mental char- 254 

acteristics into security technologies [7]. The main limitations of the proposed cognitive cryptography are its depend- 255 

ence on expert knowledge, reduced usability due to complex multistage CAPTCHAs, scalability challenges, and limited 256 

empirical validation. To address these issues, future work should integrate hybrid authentication methods, adopt adap- 257 

tive difficulty levels, design more general cognitive tasks, provide error-tolerant and inclusive alternatives, and conduct 258 

large-scale validation studies to ensure both usability and security. 259 

 260 

This paper aimed to enhance cloud computing security using cryptography. It addressed new security challenges 261 

due to resource sharing in cloud environments, focusing on data sensitivity. The authors introduced encryption tech- 262 

niques to solve security problems from both client and provider perspectives. The research provided encryption-based 263 

solutions to enhance security. Benefits included improved data protection and solutions beneficial to both clients and 264 

providers. Limitations involved the effectiveness of encryption techniques in addressing all security risks and potential 265 

performance overheads. Specific tools and technologies used were not detailed [18]. The main limitations are data se- 266 

curity vulnerabilities, outdated or computationally heavy encryption algorithms, inefficiency of Fully Homomorphic 267 

Encryption (FHE), and fragmented solutions, while the proposed solutions include adopting modern algorithms such 268 

as AES and ECC, using hybrid cryptography, optimizing homomorphic encryption, strengthening key management, 269 

and moving toward integrated multi-layered frameworks. 270 

 271 

 272 

Figure 8. Key components that transform traditional data centers into Cloud Computing: virtualization, elasticity, on- 273 

demand services, and utility based billing [18]. 274 

 275 

The study evaluated the impact of cryptography techniques on cloud computing in the information technology 276 

sector using secondary data gathering and thematic data analysis of peer-reviewed journals since 2019. The study fo- 277 

cused on cryptography utilization for data storage and transmission security, examining confidentiality, integrity, au- 278 

thentication, and authorization of encrypted data. The study encompassed benefits and limitations of various crypto- 279 

graphic methods, including symmetric and asymmetric cryptography and hash functions. Even as it identified the com- 280 

plexity of cryptographic techniques as a drawback, it noted that they were cost-saving and time-saving. It concluded 281 

that encryption reduced data loss risk and improved data security. Limitations included reliance on secondary data, 282 

focus on recent literature, and challenges in generalizing results. The research had practical implications for IT practi- 283 

tioners regarding data security controls [19]. The research identifies cryptographic complexity, performance ineffi- 284 

ciency, system vulnerabilities, cost, and poor design as major limitations. The proposed solutions include hybrid en- 285 

cryption, stronger authentication, frequent algorithm updates, advanced cryptographic standards, and integration into 286 

unified security frameworks. 287 

 288 
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 289 

Figure 9. AES encryption and decryption rounds: transforming plaintext to ciphertext and back [20]. 290 

 291 

The research identified limitations in cloud storage and cryptographic systems, such as trust issues due to provid- 292 

ers' access to data, complex key management, and limited security information. It evaluated the security of cloud storage 293 

options like Microsoft Azure, Tresorit, Amazon S3, and Google Cloud, noting vulnerabilities such as Tresorit's phishing 294 

risks. The study proposed a new encrypted storage approach using Cocks Identity-Based Encryption (IBE) and AES- 295 

256 Cipher Block Chaining (CBC), with zero-knowledge Fiat-Shamir authentication to enhance trust. It suggested re- 296 

placing IBE with a decentralized approach to improve privacy, despite challenges like re-encryption. Solutions like 297 

using a pseudorandom number generator for IVs or replacing Boneh-Franklin IBE with Cocks IBE aimed to improve 298 

efficiency and security, though storage concerns persisted. The research's benefits included improved security, in- 299 

creased trust, and potential enhancements in privacy and efficiency [21]. The research has several limitations, such as 300 

provider access risks, limited cryptographic system usability, complex key management, weak authentication, imbal- 301 

anced trust, and reliance on documentation over experiments. These can be addressed by improving transparency with 302 

access notifications, enhancing usability via searchable encryption, simplifying key management, implementing user - 303 

controlled encryption, strengthening authentication with zero-knowledge methods, and validating results experimen- 304 

tally for real-world reliability. 305 

 306 

Figure 10. Cloud network architecture showing client interaction with authentication, key management, and file manage- 307 

ment modules [21]. 308 



Dasinya Journal for Engineering and Informatics. 2025, 1, 4. 10 of 13 
 

 

Table 1. Overview of cryptographic techniques for cloud security. 309 

Ref. 
Method 

Name 

Technique 

Used 
Advantage Limitation Result 

[9] 

2021 

Quantum 

Cryptog-

raphy Tech-

nique 

Quantum key 

distribution, 

photon yield 

and propaga-

tion 

Uncondi-

tional secu-

rity, effective 

sniffing de-

tection 

Complexity, not fully 

understood 

Enhanced security for 

smart cities, internet, 

and future cyberspace 

[6] 

2021 

New Light-

weight 

Crypto-

graphic Al-

gorithm 

(NLCA) 

128-bit block 

cipher, sym-

metric cryptog-

raphy, XOR, 

XNOR 

High security 

and effi-

ciency, out-

performs 

DES, AES, 

HIGHT, 

Blowfish, 

LED 

Lack of detailed anal-

ysis of vulnerabili-

ties, real-world per-

formance 

Significant adaptability 

in key lengths and 

turns, suitable for fast 

data processing in cloud 

environments 

[8] 

2023 

Comparison 

of Encryp-

tion Algo-

rithms 

AES, DES, 

Blowfish, RSA, 

IDEA 

AES is fast-

est, Blowfish 

uses least 

memory, bet-

ter security 

guidance 

RSA is less efficient 

due to high memory 

use and long execu-

tion time 

Valuable insights for 

cloud data protection, 

recommended hybrid al-

gorithms like AES and 

Blowfish 

[10] 

2020 

AES 128 

and LSB 

Steganogra-

phy 

AES 128-bit 

cryptography, 

LSB steganog-

raphy 

Enhanced 

data security, 

practical ap-

plication in 

secure digital 

communica-

tion 

Increased file size, 

potential detection 

by advanced ste-

ganalysis tools 

Successfully encrypted 

messages and embedded 

them into JPG/JPEG im-

ages 

[11] 

2024 

Advanced 

Crypto-

graphic 

Methods for 

Cloud Com-

puting and 

IoT 

ECC, homo-

morphic cryp-

tography, hy-

brid cryptog-

raphy 

Strong secu-

rity, effective 

resource utili-

zation 

Service dependabil-

ity, availability, non-

repudiation issues 

Suggested DNA compu-

ting's potential in cryp-

tography 

[12] 

2020 

Two-Stage 

Cryptog-

raphy 

Scheme 

Two-factor au-

thentication, 

logistic chaos 

model theory 

High secu-

rity, reduced 

ciphertext 

size, lower 

processing 

times 

Reliance on user-en-

tered parameters, 

scalability issues 

Enhanced data security 

and user authentication 

without extra hardware 

[13] 

2024 

Data En-

cryption in 

Cloud Stor-

age 

Symmetric and 

asymmetric en-

cryption tech-

niques 

Improved 

data manage-

ment, en-

hanced secu-

rity 

Reliance on encryp-

tion algorithms, per-

formance overhead, 

complex key manage-

ment 

Enhanced security and 

confidentiality for cloud 

data storage 

[14] 

2021 

Information 

Security 

Strategies 

for Cloud 

Computing 

Distributed 

computing 

technologies, 

cloud storage 

solutions, data 

Enhanced un-

derstanding 

of cloud secu-

Narrow scope, lack of 

practical implemen-

tation details 

Identified security chal-

lenges and evaluated 

data security models 
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security mod-

els 

rity, in-

formed deci-

sion-making 

[15] 

2024 

Security 

and Privacy 

in Multi-

Cloud 

Multi-Cloud 

technologies, 

encryption, AI, 

ML 

Improved 

flexibility, 

scalability, 

security 

Interoperability is-

sues, evolving secu-

rity threats 

Valuable insights into 

fortifying Multi-Cloud 

environments 

[16] 

2021 

Key Encryp-

tion Meth-

ods for 

Cloud-

Based Sys-

tems 

RSA, AES 

Widely used 

and validated 

encryption 

methods 

16% of proposed en-

cryption approaches 

not validated 

RSA recommended as 

optimal choice, en-

hanced security for 

cloud-based systems 

[17] 

2021 

Symmetric 

Key Encryp-

tion for 

Cloud 

Local client-

side encryption 

Enhanced se-

curity and 

performance 

for text files 

Limited to text files, 

low performance for 

large files 

Reliable solution for 

text files, potential for 

broader applications 

[7] 

2020 

Cognitive 

Cryptog-

raphy for 

Cloud Com-

puting 

Hybrid CAP-

TCHA codes, 

cognitive test-

ing 

Enhanced se-

curity by in-

corporating 

cognitive fea-

tures 

Limited broader ap-

plicability 

New cognitive CAP-

TCHAs and expanded 

security protocols 

[18] 

2020 

Cryptog-

raphy for 

Cloud Com-

puting Se-

curity 

Encryption 

techniques 

Improved 

data protec-

tion 

Effectiveness in ad-

dressing all security 

risks, potential per-

formance overheads 

Encryption-based solu-

tions beneficial to both 

clients and providers 

[19] 

2022 

Impact of 

Cryptog-

raphy Tech-

niques on 

Cloud Com-

puting 

Symmetric and 

asymmetric 

techniques, 

hash functions 

Cost-effec-

tiveness, 

time-saving 

benefits 

Complexity of cryp-

tographic techniques 

Reduced risk of data 

loss, improved data se-

curity 

[21] 

2023 

Encrypted 

Storage Ap-

proach 

Cocks IBE, 

AES-256 CBC, 

zero-

knowledge 

Fiat-Shamir au-

thentication 

Improved se-

curity, in-

creased trust 

Storage concerns, re-

encryption chal-

lenges 

Enhanced trust and pri-

vacy, potential effi-

ciency improvements 

 310 

5. Discussion 311 

Cloud computing has transformed the manner in which data is handled by enabling on-demand access to compu- 312 

tational services without having to make huge capital investments. Such advantages notwithstanding, security of sen- 313 

sitive information remains at the top of the agenda due to increasing instances of data breaches and cyberattacks. Cryp- 314 

tography becomes the focus of maintaining confidentiality and data integrity within cloud systems. 315 

Data is shielded against unwanted reading and disclosure by confidentiality, which guarantees that information is 316 

only accessible to those who are allowed to view it. While asymmetric encryption (like RSA) is used for high security 317 

for key exchange in addition to digital signatures, symmetric encryption (like AES) is generally used because it is effec- 318 

tive at encrypting massive volumes of data. By creating fixed-length unique representations of the data, hash algorithms 319 

like SHA-256 ensure data integrity by making it easier to identify any changes. Asymmetric encryption and hashing are 320 

combined in digital signatures to confirm the integrity and origin of data. 321 
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New cryptographic protocols are being developed with the cloud environment's specific problems in mind. Ho- 322 

momorphic encryption, for example, allows computations to be made directly on encrypted data without needing de- 323 

cryption, thus preserving secrecy during processing. Attribute-based encryption allows access to be granted at a fine 324 

level of granularity using user attributes, which is more secure. Secure multi-party computation cryptographic protocols 325 

allow multiple data processing through collaboration without compromising any individual's privacy. 326 

The research further indicates advancements in quantum cryptography, which offers unconditional security and 327 

effective detection of eavesdropping. Quantum key distribution (QKD) and other quantum elements illustrate the po- 328 

tential of quantum encryption in securing virtual private networks (VPNs) and offering enhanced security in the use of 329 

the future internet. 330 

6. Conclusions 331 

Cryptography plays a crucial role in protecting sensitive information as cloud computing progresses. Crypto- 332 

graphic technique development and utilization on cloud platforms are crucial in the building of confidence and trust in 333 

cloud computing. The review is critical of the central role of cryptography in mitigating cloud computing security 334 

threats and therefore the necessity for continued innovation and collaboration. In the future, effort must go into devel- 335 

oping such approaches in order to render them more applicable in real-world situations and practically scalable without 336 

compromising hard data protection. Specific areas of research are (i) the design of lightweight cryptographic primitives 337 

for resource-constrained devices, e.g., for the Internet of Things (IoT); (ii) the design of hybrid modes of encryption 338 

appropriate for multi-cloud environments for interoperability, performance, and security; (iii) the use of artificial intel- 339 

ligence and machine learning for anomaly detection and adaptive encryption; and (iv) an investigation into privacy- 340 

preserving cryptographic methods, such as zero-knowledge proofs, to enable authentication and trust without reveal- 341 

ing sensitive information. With the evolution of these guidelines, cryptographic research will be in a position to transi- 342 

tion from theoretical breakthroughs to effective, scalable, and resilient security systems. 343 

Abbreviations 344 

The following abbreviations are used in this research: 345 

Abbreviation Full Form 

AES Advanced Encryption Standard 

RSA Rivest–Shamir–Adleman 

SHA Secure Hash Algorithm 

CBC Cipher Block Chaining 

IBE Identity-Based Encryption 

QKD Quantum Key Distribution 

VPN Virtual Private Network 

IPSec Internet Protocol Security 

ECC Elliptic Curve Cryptography 

NLCA New Lightweight Cryptographic Algorithm 

DES Data Encryption Standard 

IDEA International Data Encryption Algorithm 

HIGHT Highly Secure and Lightweight Block Cipher 

LSB Least Significant Bit (Steganography) 

IoT Internet of Things 

AI Artificial Intelligence 

ML Machine Learning 

PaaS Platform as a Service 

SaaS Software as a Service 

CAPTCHA Completely Automated Public Turing test to tell Computers & Humans Apart 
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